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SFLOW Analysis Tool

Traffic analysis tool based on SFLOW data
Development 1n close cooperation with IXP experts

Full stack software that uses only open-source program languages and
frameworks

Possibility for quick observation of traffic and network health as well as
possibility for deep troubleshooting and fine tuning

Special care of Privacy and GDPR through IP address anonymization
Strong authentication method

Uses pmacct as sflow collector (open-source software developed by Paolo
Lucente)



Total traffic in Gbps, Daily

Top Vlans Interfaces table Top Source AS — Destination AS pairs, vian 304

Vian ID Transfered Agent ID/ Average Src AS Dst AS Transfered Average Speed
iface Interface name Transfered | Speed

25.6409 gbps

245078 249476

6.8900 gbps

49232 gbps

Dashboard for data visualization:

graph - total traffic

by default, 24 hours

predefined query Top VLANS, Interfaces, Top TCP ports, Top Source AS — Destination AS pairs




gops 3.0515 gbps

224578 21.0952 2.6779 gbps
gbps

2.5148 gbps
9.0790

gbps 2.4212 gbps

9.0369 2.2397 gbps
gbps

2.1581 gbps

6.4974
gbps see all

Top TCP Ports e Top Source AS — Destination AS pairs, other vlans

Port Transfered gbps Src AS Dst AS Transfered Average Speed

1.6 PB 4.7780 65.0 TB 6.1084 gbps
gbps
354.0 TB 39278 3.6810 gbps
4.7437

194.2 T8 gbps 32978 3.0917 gbps

2578 4.5426 32578 3.0559 gbps
gbps

18718 203 7B 1.9105 gbps
4.5314

gbps 20.0 T8 1.8771 gbps

3.6654 178 7B 1.6685 qbps

Dashboard — First page important data in descending order
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Total traffic in Gbps, Monthly

Top Vians

Interfaces table

Time interva

Top Source AS — Destination AS pairs, vian 304

& admin

Vian 1D Name Transfered Agent 1D/ iface Interface name Transfered Average Speed Src AS Dst AS Transfered Average Speed
8 70P8 24,3680 gbp 4398 148770 gbps
PB 7098 2478 8.4453 gbps
P8 4678 5.8759 gbp 1378 4.6054 gbps
28P8 45p8 5.7478 gbp 2P8 4.1647 gbps
2.1P8 24P8 84670 gbps 9121718 3.0867 gbps




Time interval:

Total traffic im Gbps for: & period: Daily

Top Vlans Top Source AS Top Destination AS

Vian ID Transfered Src AS Transfered Average Speed Dst AS Transfered Average Speed

199.2 T8 413718 3.8853 gbps 101.7 T8 9.5619 gbps

154.1 T8 0.2204 gbps 59978 5.6280 gbps

Example: view of specific partner/customer traffic characteristics

Options: Quick links for special partners/customers in navigation bar




S0X

Traffic in Gbps for vilan: & period: Daily

Top TCP Ports for Top Source AS — Destination AS pairs for

Port Src AS Dst AS Transfered Average Speed

Example: view for specific VLAN

Options: Deeper analysis are achieved through single click on the parameter
that you want to analyze.




-100G, Daily

Top Vians Top Source AS — Destination AS pairs, vian

Vian ID ame ransferes Src AS Dst AS

Top mac src addr

MAC Address

Top mac dst addr

Example: predefined query

Possibility to drill-down of traffic characteristics per every individual interface
sorted 1n descending order




Stats for filter on traffic: agent==" and iface==

Top SRC ASes Top DST ASes Top Source AS — Destination AS pairs Top mac src addr

Source AS Average speed DST AS Average speed Src AS Dst AS Average Speed MAC Address Average Speed

20.6566 gbps

Top mac dst addr

MAC Address Average Speed

18.5356 gbps

0.6005 gbps

0.4982 gbps

0.3036 gbps

Custom filter

custom combination of predefined parameter.

possibility to save your own query




Django administration

— - — 1 Recent actions
+ A

My action

Admin panel: managing Users, sFlow data, ASNs, Peers, Interfaces,

Subnets, VLANSs




Generating sFlow data Software for data processing
(pmacct) Data warehouse
(MySQL)

omi Main tables Emin Port tables
, - .,

Interfaces tables
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Uses pmacct as sflow collector (open-source software developed by Paolo
Lucente)




Thank You!

Developico & SOX

Special Thanks to:

Paolo Lucente, Author of pmacct software
dr Nenad Krajnovic, Founder and CTO SOX
Zoran Perovic, Founder and CEO SOX



